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Introduction
Syndromic surveillance systems have been proliferating 
since the late 1990s. Although a framework for evaluating 
syndromic surveillance systems has been published,1 to date 
no documents provide guidance on the functionalities that 
syndromic surveillance systems should include. A white paper 
that helps system developers align their development process 
with the needs of health jurisdictions would ensure that 
syndromic surveillance systems meet the analytical needs of 
local health departments (LHDs). Such a white paper should 
be written from a system-agnostic perspective. Rather than 
providing recommendations for any single system or class of 
systems, the paper should provide guidance for any syndromic 
surveillance system, whether developed in-house by a health 
jurisdiction, by a corporation as a commercial product, or by 
a research institution or government agency. The guidance 
should facilitate the improvement of data quality, data analysis, 
data security, efficiency and effectiveness of LHD response, 
and interoperability across systems and jurisdictions. 

Background
Syndromic surveillance is a relatively new field that has 
roots in bioterrorism surveillance.2,3 Since 2001, syndromic 
surveillance systems have evolved rapidly and their scope has 
broadened considerably to support early outbreak detection 
and “situational awareness” for a range of conditions, 
including infectious diseases, weather-related outcomes, 
injuries, chronic diseases, and healthcare use.4,5,6,7 While the 
type of data collected differs across settings, the common 
element of these systems is their use of automated analysis 
and visualization tools to screen electronic data. The field is 
expected to continue to grow as new information technologies 
and healthcare reform initiatives are implemented. 

While standards exist for transmitting syndromic surveillance data 
and for evaluating syndromic surveillance systems,1,8 no common 
set of guidelines defines the tools that public health practitioners 
need to operate such systems effectively. Establishing a core set of 
standards should help facilitate the development of systems that 
support users’ analytical needs, thereby improving LHD response.

Methodology
In December 2012, the National Association of County and 
City Health Officials’ (NACCHO’s) Public Health Informatics 
team convened a one-day Ad Hoc Biosurveillance Advisory 
Workgroup meeting in San Diego to discuss strategies for 
increasing the number of LHDs with the ability to integrate 
biosurveillance and syndromic surveillance activities into 
strategic and tactical operations. The workgroup brainstormed 
essential components that a syndromic surveillance system 
ought to include to be considered fully functional. Following 
this meeting, the workgroup decided to formalize the discussion 
into recommendations that could be shared with other entities. 
This report describes how the workgroup has begun creating a 
white paper on syndromic surveillance system functionalities.

Workgroup Findings
The workgroup identified an initial set of functionalities, 
organized into the following categories: 

• General features;

• Data management;

• Data coding/classification;

• Analytical capabilities;

• Reporting and data visualization; and

• Data sharing and communications.

 
Table 1 on the next page presents a 
preliminary list of functionalities.

While standards exist for transmitting 
syndromic surveillance data and for 
evaluating syndromic surveillance systems, 
no common set of guidelines defines the 
tools that public health practitioners need 
to operate such systems effectively.



[2]  Syndromic Surveillance System Functionality: Recommendations from NACCHO’s Ad Hoc Biosurveillance Advisory Workgroup

General Features

• Interfaces have intuitive 
controls and navigation

• Is stable (i.e., few system crashes 
and “down times”)

• Is scalable (i.e., can accommodate 
both experienced and novice users)

• Is flexible to allow user-driven coding 
for more advanced analyses

• Enables users to access system updates 
as soon as they are available

• Supports workflow

• Is comprehensive in that users are not 
required to export data to other systems 
or formats for enhanced analysis

• System “matures” with age (e.g., 
algorithms and data classifiers are 
kept up-to-date over time)

• Is secure

TABLE 1: FUNCTIONALITIES IDENTIFIED BY THE WORKGROUP

Analytical Capabilities

• Users can view/create multiple map types

• Users can set up user- and algorithm-based thresholds for triggering alerts

• Users can analyze data by age (continuous or categorical), zip code, 
region, hospital, gender, disposition, race/ethnicity, time of arrival, 
etc. and by combinations of these fields (e.g., age by hospital)

• System has tools to analyze data across multiple data streams simultaneously 
(e.g., analyze correlations in trends across data sources, fusion alerts that 
identify when multiple data sources are alerting for the same interval of time)

• Users can create pivot tables and charts

• Users can define (or customize) baselines to use for comparisons

• Users can choose to display data for each analysis subgroup (e.g., age, 
year, season) on a separate graph or overlay trends on a single graph

• Users can specify fields used for data aggregation

• Users can view line-lists for cases meeting specified criteria and customize 
inclusion criteria for the line-lists based on any fields collected in the data set

• Users can specify whether to run statistical algorithms 
based on counts or percentages

• Users can analyze data for aberrations in data quality (e.g., monitoring 
for missing transmission of data, changes in reporting volume, missing 
data elements, duplicates, data drop-offs, incorrect values)

• Users can analyze hospital-level data (with restricted 
access) and city-level data for city-based LHDs

• Users can add/view multiple map layers

• Users can perform cluster analysis

• System includes the following types of algorithms: EARS C1/C2/C3; linear 
regression; EWMA; tests for trend; SaTScan; and statistical forecasting

Data Management

• Users can easily export or import data (via Open 
Database Connectivity or similar connection)

• Users can manually upload or enter data into a table (on 
which algorithms and analyses can be applied ad hoc)

• Users can schedule automated data exports

• Users can store unlimited amount of historical data

• System allows the capture, storage, and visualization of meta-data

• Export data can be read into external analytical 
software (e.g., SAS, Stata, SPSS, R)

• Data may be captured using standardized code sets or nomenclature, 
depending on the nature of the data, or captured as unstructured data

• Users can export the data to meet local requirements for de-identification

• Where data have been classified or grouped (e.g., free-
text complaints are binned into syndrome categories), 
users can view both original and reclassified output

Data Coding/Classification

• Users can analyze data using 
standardized syndrome definitions

• System can create user-defined syndrome 
classifications based on chief complaint

• System can create user-defined syndrome 
classification based on combinations 
of any collected data, including chief 
complaint, diagnoses, age, and gender

• Users can share syndrome definitions across 
jurisdictions so that customized definitions 
can easily be applied across jurisdictions

• Users can recode dates into week-ending, 
Morbidity and Mortality Weekly Report 
week number, month/year, month of 
year, year, etc. and easily re-run analyses 
using various date configurations

• Users can customize demographic 
groupings (e.g., age group, geographical 
locations, disposition) for both one-
time and routine analyses

• System can create user-defined syndrome 
classifications based on any data stream

• System stores key identifying information 
and links it to the patient record; the 
system maintains static data elements and 
data elements that will change over time
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TABLE 1: FUNCTIONALITIES IDENTIFIED BY THE WORKGROUP, CONTINUED

Data Sharing and Communications

• Users can determine whom they want to share data with and 
at what level (line-level vs. aggregate reporting)

• Users can send/receive secure messages within and across 
jurisdictions and attach analysis output

• Users can create customized reports for different stakeholders
• Users can e-mail reports to designated recipients on an automated schedule
• Users can save and export visualizations
• Users can create rules that enable them to be notified 

via e-mail when certain alerts are triggered
• Users can share a view of the data by e-mailing other users a link
• Users can annotate results such that others see the annotations
• Users can embed a saved view as a live webpart in HTML or automate a Web-ready 

view to update a public webpage (restricted to the user’s own data source)
• Users can customize reports pulling in multiple data 

streams, stratifications, and views (like a widget)
• System provides meta-data/quality measures of all shared data streams
• System includes other public and restricted information sources 

into Epi Intelligence (i.e., EpiX, DHS’ BCON, FDA recalls)
• System allows uploading and cataloging of local “health alerts” into Epi Intelligence
• Users can save and export line-lists
• Users can view reporting status (online/offline) of hospitals and other facilities
• Users can use Web services to upload/download data from system
• Users can export maps as shape files
• Users can annotate maps

  

Workgroup Recommendations
While workgroup members represent a diverse group of local health jurisdictions, additional 
work is necessary before the workgroup can finalize its recommendations. The workgroup 
should seek standardized review and input (e.g., a survey) from subject matter experts 
within the syndromic surveillance community by collaborating with the Association of State 
and Territorial Health Officials, Council of State and Territorial Epidemiologists, International 
Society for Disease Surveillance, and NACCHO to ensure that the list of functionalities 
is comprehensive and meets the needs of a representative set of syndromic surveillance 
practitioners. The workgroup should do the following before finalizing a list of functionalities:

• Identify diverse public health practitioners to comment on the preliminary list of 
functionalities. Reviewers should include subject matter experts or stakeholders in 
the areas or settings being profiled and should represent (a) local, state, and federal 
users; (b) users with both limited and extensive experience with syndromic surveillance 
systems; (c) users from small, medium, and large jurisdictions; and (d) users with 
experience in syndromic surveillance systems developed in-house, as commercial 
products, as government-sponsored systems, and by academic institutions.

• Establish the scope and classification of functionalities; review the preliminary 
list of functionalities to determine whether the scope and classification of 
functionalities are appropriate and whether any functionalities are missing; 
and assign a priority designation to each functionality (see sidebar), according 
to whether it (a) supports the identification of an outbreak; (b) improves 
situational awareness; and (c) improves efficiency of disease investigations.

• Determine whether the list of functionalities should be reviewed in a standardized 
way for additional input (e.g., in a survey) and, if so, by whom.

Reporting and  
Data Visualization

• Users can customize results 
to show all output on a single 
page (or series of pages)

• Users can create and customize 
data-quality dashboards

• Users can customize chart 
titles, axis labels, etc.

• Users can annotate aberrations or 
alerts that have been investigated 
and the outcomes of these 
investigations and keep these 
annotations in an official log 
that other users can review

• Users can incorporate annotations 
into visualizations (e.g., “Spike on 
1/1/12 was due to New Year’s Day”)

• Users can “bookmark” analyses 
that they would like to run on an 
as-needed basis, which can include 
historical or “refreshed” data

• Users can save graphs/figures/
tables produced by the system into 
a dashboard, which can be set to 
refresh on-demand or automatically

PRIORITY DESIGNATIONS 
FOR FUNCTIONALITIESS

Essential Now
Without this functionality, 
users would be unable 
to operate a system.

Essential in the Future
The functionality is 
desirable but not critical; 
the functionality should be 
readily available in the future.

Optional
For the average user, the 
functionality is deemed 
desirable but is not an 
essential component. For 
more mature syndromic 
surveillance systems, 
many items deemed 
optional may be viewed 
as essential to them.
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Conclusion
A white paper would support system developers to align their 
development process with the needs of local health jurisdictions 
and ensure that syndromic surveillance systems meet the 
analytical needs of LHDs. The workgroup’s preliminary list of 
functionalities provides an outline for LHDs that are beginning 
the process of developing a syndromic surveillance system 
or assessing what they need from their existing system. The 
workgroup will continue to modify the list of syndromic 
surveillance system functionalities and seek feedback from 
subject matter experts and the broader syndromic surveillance 
community to refine and prioritize the list of functionalities.
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